The Grumpy Sysadmin

Windows Security Hardening
Playbook

Step-by-step Windows security settings for reqular users who want better protection
without breaking their PC.

The free checklist shows you what to check. This playbook shows you how to actually check it,
what the settings mean, what to change, what not to touch, and how to avoid turning a five-
minute security check into a Whole Saturday.

Who this is for

Home Windows users, family tech helpers, small-office users, and anyone who wants better Windows security
without needing an enterprise cybersecurity department or a panic room full of blinking lights.

Important warning

Security changes can affect how your PC behaves. Read each section before changing settings. Back up first. Save

recovery keys before touching encryption. Don’t blindly disable features because a random internet comment said it
made Windows faster.
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Grumpy Rule: Do not try to harden Windows by randomly clicking every scary-looking setting. That
is not security. That is button mashing with consequences.
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1. Start Here: How to Use This Playbook

Windows security doesn’t come from a magic button. It comes from checking the basics, understanding what
matters, and not accidentally creating a bigger problem while trying to fix a smaller one.

This playbook is the expanded version of the Windows Security Quick-Start Checklist. The checklist tells you what
to check. This playbook explains why it matters, where to find it, what the setting means, and what | would do on
a normal home Windows PC.

What this playbook is not

e It's not an enterprise security baseline for corporate IT departments.
e It's not a promise that your computer can never be infected or compromised.
e It's not a guide to disabling half of Windows in the name of speed.

e It's not a substitute for backups, common sense, or not giving remote access to strangers who pop up on your
screen.

What this playbook is

e A practical Windows security walkthrough for regular users.

¢ A way to find obvious weaknesses before they become expensive lessons.
o Areference you can come back to monthly.

e A starting point for a better home security routine.

Recommended approach

Do one section at a time. Read the warnings. Take screenshots when useful. If something doesn’t match your
version of Windows, do not panic. Microsoft loves moving settings around like it is an Olympic sport.

Grumpy Rule: Security isn’t about being paranoid. It’s about not leaving the front door open, the
windows unlocked, and a sign in the yard that says “please steal my passwords.”
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2. Before You Change Anything

Before you start changing security settings, make sure you can recover if something goes wrong. This is the
boring part that prevents the exciting part where you're locked out of your own computer.

Step 1: Back up important files first

Security changes normally shouldn’t delete files. That’s not the same as “nothing can go wrong.” Before changing
encryption, accounts, security software, or major update settings, make sure your important files exist somewhere
other than the PC you are working on.

e Copy important files to an external drive, NAS, or another computer.

o Verify cloud sync is actually complete if you use OneDrive, Google Drive, Dropbox, or iCloud.
e Open several files from the backup location to prove they actually work.

o Disconnect the external backup drive when you’re done if appropriate.

Step 2: Know your Microsoft account password

If you use a Microsoft account to sign into Windows, confirm you know the password and can access the recovery
email, phone, or authenticator method connected to that account. Don’t assume, test it to make sure you know
the correct password!

Step 3: Save encryption recovery information

If BitLocker or Device Encryption is enabled, your recovery key matters. Don’t make encryption changes until you
know where the recovery key is stored.

€ Settings Q. Find a setting

@  Grumpy Sysadmin Privacy & security > Device encryption
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Device encryption helps protect your files and folders from unauthorized access in case your device is lost or stolen. More
about device encryption

% Home
Device encryption
— System Encrypt data on this device to help protect from offline, unauthorized access o <
ea Bluetooth & devices
@ Network & internet Related
/ Personalization 8 BitLocker drive encryption &
Manage your encrypticn settings using BitLocker

B Aops
; Accounts Find your BitLocker recovery key @
‘D Timea language
9 Gaming Related support
K Accessibili

ceessibility é% Help with Device encryption ~

| & Privacy & security

@ Windows Update Enabling Device Encryption on your device

Figure: Windows 11 Device Encryption screen showing encryption is enabled and where to access BitLocker
and recovery key options.

This screen confirms that encryption is enabled, but it does not confirm that you have the recovery key.
Before changing encryption settings, resetting Windows, changing firmware settings, or performing major
repairs, verify that the recovery key is saved somewhere you can actually access.
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Readiness Check Done

Important files backed up and opened from the backup location

Microsoft account password confirmed

Recovery email, phone, or authenticator access confirmed

BitLocker or Device Encryption status checked

Recovery key saved somewhere safe if encryption is enabled
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You have enough time to finish the section you are starting

Grumpy Rule: Don’t confuse being impatient with being prepared. Windows can smell rushed
decisions.
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